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o
¥ REGULATED ENVIRONMENT

Il Legal boundaries for Regulated Environment

Regulated environment is referred to in various legislations

Clarity end user organization should be aware of legislation that is
applicable for it

Some of Related Guidelines EDA
- Title 21, Part 11 — Code of Federal Regulations 2 crrparer
- Eudralex — Chapter 4, Annex 11 Leosumon evooicx
- CFDA Pharmaceutical GMP, Appendix 2 _

... and other individual national guidelines
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@ REGULATED ENVIRONMENT

Il How to achieve compliance?

Follow the principle of ALCOA for all your data:
- Attributable — to specific person and his/her actions
- Legible — for reviews, audits or regulatory inspections

- Contemporaneous — data is recorded when created and
timestamped

- Original — kept in the same format as when created
- Accurate — records are correct and include “whole truth”

A compliance with the directives can be achieved only by a combination of the

~ respective software capabilities, overall system settings and use of standard operational
procedures as properly defined by the end user organization.
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“4) REGULATED ENVIRONMENT -> INSTALLATION QUALIFICATION

Installation qualification

IQ — tool to support legible data for ALCOA principle
- Installation qualification (1Q) is an integral part of Clarity and
tests whether Clarity was properly installed

Ha - m} x Hia - m} X
File Help File Help
Installation Qualification Report Installation Qualification Report g
Date 23.04.2020, 13:44 Date 20.04.2020, 08:58
Serial number of icati 0 1/00 Serial number of icati 088-000838+38511/00
User Code CWIPJKEJEFBKPHTR User Code CWSBPJKEJEFBKPHTR
[Version of icati Clarity version 8.3.0.127 Version of icati Clarity version 8.3.0.127
Build date of icati 10.04.2020, 01:51 Build date of icati 10.04.2020, 01:51
Instruments Al Instruments Al
i SST, GPC; PDA; EA; CE; MS; NGA, DHA, GCxGC; MS-TOF Extensions SST; GPC; PDA; EA; CE; MS; NGA; DHA; GCxGC; MS-TOF
IControls Ge; L, As Controls GC; LC; AS.
Certification file C:\Clarity83\Binlig.chk C file C:\ClarityB3\Bintig. chk
[Checksum of cert. file C7E8303812AD88C2 C of cert. file C7EB303812AD86C2
Date of cert. file 10.04.2020, 04:08 Date of cert. file 10.04.2020, 04:08
User marekp User marskp
System Microsoft Windows 10 Professional version 10.0 (Build 18382)| System Microsoft Windows 10 Professional version 10.0 (Build 18362)|
Key Rockey 4ND 088-00888+1073780735/000 id:2FESDBDA Key Rockey 4ND 088-00888+1073780735/000 id:2FESDBDA
A isition and devi olibrick 1284 DEMO
6890 <Unknown> and i irtual detector <Unknown=
Colibrick 1284
[virtual Digital Input Output Loop
Core Files, Embedded Components: Passed (with warnings)
) Core Files, Embedded Components: Failed
Files
" Files
Show files list »
Hide files list «
File Path Version Size File date Status
rd — -
3 Party Packages advantecchfi22scic.rb c\clarityB3bin\utiis\uni_driversiadvantec - 36355[25.08.2015, 21:26|Falled: bad checksum)
| AdvionCMS.dil C:\Clarity83\Bin 6.4.14.1 487836|10.04.2020, 03:51|Passed
No external packages installed. advioncommon.di c\clarity83\bin 6.414.1 30208]10.04.2020, 03:51|Passed PAG E 4
etate [EyrmT EFEYE ~renaalin s non mEaloa o




@ REGULATED ENVIRONMENT - OPERATIONAL QUALIFICATION

lll Operational qualification

0OQ - tool to support legible data for ALCOA principle
- Operational qualification (OQ) is an optional package for testing
Clarity’s performance and this package is used when Clarity
must be validated

0Q Validation - Welcome - X

Welcome to Clarty OQ Validation.

This wizard will guide you through the walidation
process of Clarity and your acquisition hardware.
will verify that the acquisition works comectly, run
selftests on the selected A/D converter, etc.

The Clarity’s S5T extension is necessary to un
this wizand!

Default Printer needs to be configured on the
computer!

OPERATIONAL
QUALIFICATION

] [ | [
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@ REGULATED ENVIRONMENT - AUDIT TRAIL (1/2)

Il Audit trail

Audit Trail — a tool to support attributable and legible data for
ALCOA principle

Audit Trail — system for user activities tracking

In order to track all actions or data modifications made by all users
from Clarity there are built-in Audit Trails
- Audit Trails are not modifiable
- Audit Trails can be exported in various formats for further
processing
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““f REGULATED ENVIRONMENT -> AUDIT TRAIL (2/2)

Audit trail

Each Clarity file contains its own Audit Trail — chromatogram AT,
method AT, sequence AT, calibration AT and AT for the whole
station

Audit Trail
File Edit Filter WView Window Help
= EE ¥
OK Time: Group Severity | User Name | Instrument Area Description M

85 ok [09.04.2020 15:13:38 | [* Calbration Admin Instrume... |Calibration Params. [C:\Clarity&3\DataFiles\DEMO 1\Calib\Ethanal. cal - Det. Signal 1 - Level [3]: Compound [ETHANOL]:. .| Clarity 8.3.0. 123 FULL,
86 ok 09.04.2020 15 L= Calibration Admin Instrume.., Calibration Params. C:\Claritys3\DataFiles\DEMO 1\Calib\Ethanol. cal - Det. Signal 1 - Level [3]: Compound [ETHANOI . Clarity 8,3.0,123 FULL,
87 ok 03.04.2020 15 | Calibration Admin Instrume... |Calibration Params. C:\Clarity83\DataFiles\DEMO 1\Calib\Ethanol. cal - Det. Signal 1 - Level [3]: Compound [ETHANOI . Clarity 8,3.0, 123 FULL,
88 ok [09.04.2020 15:13:38 | | Calbration Admin Instrume... |Calibration Params. C:\Clarityd3\DataFiles\DEMO 1\Calib\Ethanol . cal - Det. Signal 1 - Level [2]: Compound [ETHANOL]:... |Clarity 8.3.0.123 FULL,
89 ok 09.04.2020 15:13:38 | |= Calibration Admin Instrume.., Calibration Params. C:\Clarity83\DataFiles\DEMO 1\Calib\Ethanol. cal - Det. Signal 1 - Level [2]: Compound [ETHANOL]:... Clarity 8.3.0,123 FULL,
90 09.04,2020 15:13:38 | | Calibration Admin Instrume..,  Calibration Params. C:\Clarity83\DataFiles\DEMO 1\Calib\Ethanol. cal - Det. Signal 1 - Level [2]: Compound [ETHANOL]:... Clarity 8.3.0,123 FULL,
91 | Calibration Admin Instrume... Calibration Params. C:\Clarity@3\DataFiles\DEMO 1\Calib\Ethanol..cal - Det. Signal 1 - Level [1]: Compound [ETHANOI . (Clarity 8.3.0.123 FULL,
92 L= Calibration Admin Instrume.., Calibration Params. C:\Clarity83'DataFiles\DEMO 1\Calib\Ethanol. cal - Det. Signal 1 - Level [1]: Compound [ETHANOI . Clarity 8,3.0, 123 FULL,
93 ok 09.04.2020 15:13:38 | |2 Calbration Admin Instrume... |Calibration Params. C:\Clarity83\DataFiles\DEMO 1\Calib\Ethanol . cal - Det. Signal 1 - Level [1]: Compound [ETHANOL]:... |Clarity 8.3.0.123 FULL,
94 ok [09.04.2020 15:13:38 | | Calbration Admin Instrume... |Calibration Params. C:\Clarityg3'DataFiles\DEMO 1\Calib\Ethanol. cal - Det. Signal 1 - Compound [ETHANOL]: [Use IST... |Clarity 8.3.0.123 FULL,
95 09.04,2020 15:13:38 | |= Calibration Admin Instrume.., Calibration Params. C:\Clarity83\DataFiles\DEMO 1\Calib\Ethanol. cal - Det. Signal 1 - Compound [ETHANOL]: [Used] ch... Clarity 8.3.0,123 FULL,
96 1= Print Admin Tnstrume... Print OF Calibration C:\Clarity@3\DataFiles\DEMO 1\Calib\Ethanol . cal - Print OF Calibration Clarity 8.3.0.123 FULL,
97 &4 File Admin Instrume... |Files Open File C:\Claritys 3\DataFiles\Common TC_CompoundsAll sty Clarity 8.3.0,123 FULL,
98 ok 09.04.2020 15:13:15 | B4 File Admin Instrume... |Files Open File C:\Clarityd3\DataFiles\DEMO1\Calib\Ethanal .cal Clarity 8.3.0,123 FULL,
99 ok [09.04.2020 15:13:14 | 5 File Admin Instrume... |Files Reload File C:\Clarity83\DataFiles\DEMO1\Demol.met - #1; 05.04.2020 0:25:54 Clarity 8.3.0.123 FULL,
100 ok |09.04.2020 15:13:14 | ¥ Method Admin Instrume... Method Change C:\Clarity83\DataFiles\DEMO 1\Deme L.met - Calculation: Integration Algorithm has been changed ... |Clarity 8.3.0, 123 FULL,
101 ok 09.04.2020 15:13:14 | @ Info System Messages Demol.met does not match current instrument configuration. To use this method for acquisition, it... Clarity 8.3.0,123 FULL,
102 ok [09.04.2020 15:13:12 | &5 File Admin Instrume... |Files Open File C:\Clarity83\DataFiles\DEMO1\Demo1.met - #1; 05.04.2020 0:25:54 Clarity 8.3.0.123 FULL,
103 ok 09.04.2020 15:13:12 ¥ Method Admin Instrume.., Method Change C:\Clarity83\DataFiles\DEMO 1\Demo 1. met - Calculation: Integration Algorithm has been changed ... Clarity 8.3.0, 123 FULL,
104 ok 09.04.2020 15:13:12 | B4 File Admin Instrume... |Files Open File C:\Clarity83\DataFiles\Projects\DEMO L.pri Clarity 8.3.0,123 FULL,
105 ok [09.04.2020 15:13:12 | &5 File Admin Instrume... |Files Open File C:\Clarityd3\Cfg\Admin. dsk Clarity 8.3.0. 123 FULL,
106 ok 09.04.2020 15:12:46  Ea File Admin Instrume... Files Save File C:\Clarity83'\DataFiles'Projects\DEMO L.prj Clarity 8.3.0,123 FULL,
107 ok 09.04.2020 15:12:46 Acquisition Admin Instrume... Acguisition and Sequence No method sent - Ready to send method or start sequence: Instrument was aborted by user Clarity 8.3.0,123 FULL,
108 ok [09.04.2020 15:12:26 | 5 File Admin Instrume... |Files Open File C:\Clarityd3\DataFiles\Common\TC_CompoundsAll. sty Clarity 8.3.0.123 FULL,
109 ok |09.04.2020 15:12:26 | B4 File Admin Instrume... |Files Open File C:\Clarity83\DataFiles\DEMO 1\Calib \Ethanol.cal Clarity 8.3.0,123 FULL,
110 ok |09.04.2020 15:12:08 | &5 File Admin Instrume... |Files Save File C:\Clarity83\DataFiles\DEMO 1\Calib\Fthanal. cal Clarity 8.3.0.123 FULL,
111 ok [09.04.2020 15:12:08 | | Calbration Admin Instrume... |Calibration Params. C:\Clarityg3'DataFiles\DEMO 1\Calib\Ethanol. cal - Det. Signal 1 - Compound [T-BUTANOL]: [Used] ... |Clarity 8.3.0. 123 FULL,
112 nl NG N4 N0 161208 | 14 Calibratinn Ardmin Tnetrumea i alihratinn Darams \ClaritvR TNataFilaeDFMO 1\ alih iFthannl ral - Neat Cianal 1 -1 awal T01 Camnmond TFTHAMOL Clarity R 2N 122F111 L
<

Session Daily Audit Trail: 2020_04_23 + 2020_04_09 Global -
For Help, press F1
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@ REGULATED ENVIRONMENT -> USER ACCOUNTS (1/2)

Il User accounts

User Accounts — a tool to support attributable and legible data for
ALCOA principle

In order to allow specific users to perform only specific actions,
there is a tool for setting Clarity users with specific privileges
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) REGULATED ENVIRONMENT -> USER ACCOUNTS (2/2)

User Accounts >

User List

Password Restrictions - Comman for Al

Using the User
Accounts, it is possible

Admin i = ars.
. LTngﬁ" % o to assign different roles
o Deoratnanng  [5= [éon in Clarity, suc.h as
password Reuse (55 2] foae) analyst, Clarity
iae © lautoLock (10 2] fin administrator,
User Details for: Jorge reviewer, archivist and
- User Name | Jorge L::fs:::’d: Submitted S0 on

Desktop File | Jorge

Password Changed:

17, October 2022

Pesnription | Last Login:
Change Password...

Other Users Can Access To =

® Read & Write Instrument 1 Instrument 3 Certificate

O Read Instrument 2 Instrument 4 - -

()Mo Access Mo certificates assigned to the selected user
User Access Rights

|:| Open User Accounts Edit Sequence

j Edit Report Style Select Certificate. .. Clear Certificate

Edit Method Select Method

Edit Chromatogram [] open Audit Trail Settings Certificate For Exporting To POF

Edit Calibration [] archive / Restore

Projects Post Run Settings

Impaort Chromatogram Start Acquisition

8 [ ] Take Control of Locked Instrument

Cancel

Help
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@ REGULATED ENVIRONMENT - GLP OPTIONS (1/2)

Il GLP options

GLP Options — a tool to support contemporaneous, original and
accurate data for ALCOA principle

GLP Options represent a set of options which all must be set if
Clarity is intended to be deployed in regulated environment
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L)

2 REGULATED ENVIRONMENT -> GLP OPTIONS (2/2)

6LP Options < These options enable
Clarity to fulfill
[«] Allow Chromatogram GLP Mode reqUirementS Stated in
Disallow Chromatogram Files COwerwriting .
Generate Chromatogram After Abort rEIatEd regu Iatl ons (C F R
Disallow Calibration Response Change 2 1 - Pa rt 1 1, E u d ra LeX 4
Disallow User List in Login Dialog —_ An nex 1 1 an d SO ON )

Ask for Reason of File Change
Disallow Empty Reason of File Change
Allow Automated Export of Audit Trail
File Name: | C:\Clarity83\Cfg\Audit_Trais\AuditTraiExport.csv | ... |
Disallows Spike Filter and Spike Removal

Disallow to Overwrite Existing Files Using Save As
Allow Chromatograms to Be Stored to Current Project Only
Dizallow Chromatogram Merge Operation

| QK | | Cancel | | Help
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@ REGULATED ENVIRONMENT -> ELECTRONIC SIGNATURES (1/2)

Il Electronic sighatures

Electronic signatures — a tool to support attributable data for
ALCOA principle

Electronic signatures allow to signh chromatograms electronically
eliminating need of hand made signature on chromatogram
printout

Clarity supports signing of chromatograms using Clarity user
accounts credentials (login and respective password)
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@ REGULATED ENVIRONMENT -> ELECTRONIC SIGNATURES (2/2)

B Verify Signatures *

EI!&‘Y Current State - 23.03.2018 8:59:39

!ﬂ Analyst John - authorship

EIE History of signatures

-4 23.03.2018 8:59:39
“.mf Analyst John - authorship
Sign
Choose User |Analrst John
IUser Description |
@ Sign As Current User

E Show Details

(") sign Using Certificate

|Analyst John

Purpose of Signature | authorship
Time Stamp |23.U3.2ﬂ18 8:58:58
Password

Select Certificate.. || OK ||  Cancel

Clarity supports signing
of chromatograms using
certificates issued by
various certification
authorities

Clarity also supports
signing of PDF printouts
using respective
certificates issued for
this purpose by various
certification authorities
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@ REGULATED ENVIRONMENT —> DATA PROTECTION

Il Data protection

Data protection - data deletion or data alternation must be
prohibited

Proper Widows user account settings is required

Detailed step-by-step procedure how to set different Windows
versions is in online manual

M132 — Clarity in Regulated Environment
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http://downloads.dataapex.com/documentation/clarity/manuals/solutions/clarity-in-regulated-environment.pdf

@ REGULATED ENVIRONMENT - DOCUMENTATION

Il Documentation

Manual M132 — Clarity in Regulated Environment
Datasheet D019 - Clarity 21 CFR Part 11 tools

Datasheet D021 — Declaration of Software Validation

Above documentation is available for download at www.dataapex.com
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http://www.dataapex.com/

SMART SOLUTION FOR LABORATORIES

... THANK YOU FOR YOUR TIME

e
SUPPORT@DATAAPEX.COM
WWW.DATAAPEX.COM
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